Edimax VLAN & Wireless Deployment Case Study
EDIMRAX
Technical Support
Purpose:
Upon completing the suggested network deployment in this article, you
will be able to build a robust, scalable wired and wireless network for :
1. Sharing Internet connections for over 150 PCs.
2. Break large network into smaller parts (this is called VLAN).
so that the a higher level of performance and security is achieved.
3. Set up wireless APs supporting multiple SSIDs to integrate the
wireless connection into the VLAN environment.

Introduction:
Traditional network deployment
It's easy to share an Internet connection by purchasing a low-cost router
and subscribing a broadband line. As shown in the following Figure-1, all the
home computers (PC-Ato PC-E) , wired or wireless , share one Internet
connection through a Router.
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But what if you are a mid-sized enterprise owner, and you have 150
employees working with 150 computers. As shown in the following Figure-2,
If you connect all the 150 PCs to the router in a single LAN, the network
performance will downgrade to an intolerable level, and an even worse scenario
is the network will totally crash when one PC is affected with virus or
malfunctioned network card.
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Robust network deployment

Edimax presents you an afforable solution by breaking a large network
(150 PCs) into 3 small networks (50 PCs for each). As shown in the Figure-3,
three networks are builded (called VLAN2, VLAN3 and VLAN4 respectively.
When one PC of the VLAN4 is affected with virus, only the PCs in that VLAN4
may be impacted, leaving all the other PCs in the VLAN2 and VLAN3 intact.
Simply put, we seperate these 150 PCs into 3 totally different groups (again this
is called VLAN, short for Virtual LAN), and when some PCs fall into virus victims
and may endanger others, this damage is contained in that particuar VLAN.
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to be continued..



Adding wireless network
The same concept can apply to the wireless network. Edimax wireless APs
allows you to offer public wireless Internet:
As shown in the following Figure-4, the Guest’s laptops can be specified to
connect to the VLAN 4 only and thus will be prevented to access all the other
PCs in the VLAN3 and VLANA4. This will give visitors easy access to the Interent ,
but protect the contents of your in-house network.
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How to configure the Edimax Switch and wireless AP:
Step by Step:

Step 1 : .Decide which port identity. In this example, we configure the port 2
as VLAN2, port 3 as VLANS, port 4 as VLAN4, and the port 24 is
connected to a Edimax wireless AP as belongs to VLANZ2, 3 and 4.
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Step 2 : Set the port 2, 3, 4, 23, and 24 to go out of the default VALN1.
Click " Edit™ to edit the default VLAN
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Step 3: Set port 2, 23 and 24 as VLAN2.
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Step 4 : Set port 3, 23 and 24 as VLAN3.

Step 5: Set port 4, 23 and 24 as VLANA4.



At this stage, there will be four VLANs. The 150 PCs now are seperated into 3
different VLANs as shown in the Figure-3.

Step 6 : Go to the configuration WEb Ul and Click “Multiple ESSID”.



Step 7 : Add VLAN2, VLAN3 and VLAN4 into the Edimax wireless AP

All the configuration is complete. Now the guest laptop connecting to the
VLAN4 will be strictly isolated from the VLAN2 and VLANS.
All the PCs will not affect the other PCs located in another VLAN.



