
EEddiimmaaxx  VVLLAANN  &&  WWiirreelleessss  DDeeppllooyymmeenntt   CCaassee  SSttuuddyy 

 
  

PPuurrppoossee::   

  Upon completing the suggested network deployment in this article, you 

will be able to build a robust, scalable wired and wireless network for : 

11..  SShhaarr iinngg  IInntteerrnneett   ccoonnnneecctt iioonnss  ffoorr  oovveerr  115500  PPCCss..  

22..  BBrreeaakk  llaarrggee  nneettwwoorrkk  iinnttoo  ssmmaall lleerr  ppaarrttss  ((tthhiiss  iiss  ccaall lleedd  VVLLAANN))..  

ssoo  tthhaatt   tthhee  aa  hhiigghheerr   lleevveell   ooff   ppeerr ffoorrmmaannccee  aanndd  sseeccuurr ii ttyy  iiss  aacchhiieevveedd..  

33..  SSeett   uupp  wwii rreelleessss  AAPPss  ssuuppppoorrtt iinngg  mmuull tt iippllee  SSSSIIDDss  ttoo  iinntteeggrraattee  tthhee    

wwii rreelleessss  ccoonnnneecctt iioonn  iinnttoo  tthhee  VVLLAANN  eennvvii rroonnmmeenntt ..  
  
IInnttrroodduucctt iioonn::                                                   

Traditional network deployment 
It’s easy to share an Internet connection by purchasing a low-cost router 

and subscribing a broadband line. As shown in the following Figure-1, all the 

home computers (PC-A to PC-E) , wired or wireless , share one Internet 

connection through a Router.  

 
But what if you are a mid-sized enterprise owner, and you have 150 

employees working with 150 computers. As shown in the following Figure-2,  

If you connect all the 150 PCs to the router in a single LAN, the network 

performance will downgrade to an intolerable level, and an even worse scenario 

is the network will totally crash when one PC is affected with virus or 

malfunctioned network card. 

 



 
Robust network deployment 

Edimax presents you an afforable solution by breaking a large network  

(150 PCs) into 3 small networks (50 PCs for each). As shown in the Figure-3, 

three networks are builded (called VLAN2, VLAN3 and VLAN4 respectively. 

When one PC of the VLAN4 is affected with virus, only the PCs in that VLAN4 

may be impacted, leaving all the other PCs in the VLAN2 and VLAN3 intact. 

Simply put, we seperate these 150 PCs into 3 totally different groups (again this 

is called VLAN, short for Virtual LAN), and when some PCs fall into virus victims 

and may endanger others, this damage is contained in that particuar VLAN. 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

to be continued.. 



 
Adding wireless network  

The same concept can apply to the wireless network. Edimax wireless APs 

allows you to offer public wireless Internet:  

As shown in the following Figure-4, the Guest’s laptops can be specified to 

connect to the VLAN 4 only and thus will be prevented to access all the other 

PCs in the VLAN3 and VLAN4. This will give visitors easy access to the Interent , 

but protect the contents of your in-house network. 

 
 

How to configure the Edimax Switch and wireless AP: 
SStteepp  bbyy  SStteepp:: 
 

Step 1 : .Decide which port identity. In this example, we configure the port 2 
as VLAN2, port 3 as VLAN3, port 4 as VLAN4, and the port 24 is 
connected to a Edimax wireless AP as belongs to VLAN2, 3 and 4.  
 

 



 
 

Step 2 : Set the port 2, 3, 4, 23, and 24 to go out of the default VALN1. 

 

 
 
Step 3 : Set port 2, 23 and 24 as VLAN2. 

 



 
 

Step 4 : Set port 3, 23 and 24 as VLAN3. 

 
 

  Step 5 : Set port 4 , 23 and 24 as VLAN4. 

 

 

 

 



 

At this stage, there will be four VLANs. The 150 PCs now are seperated into 3 

different VLANs as shown in the Figure-3. 

 

 

 

Step 6 : Go to the configuration WEb UI and Click “Multiple ESSID”. 

 



 

Step 7 : Add VLAN2, VLAN3 and VLAN4 into the Edimax wireless AP 

 
 

All the configuration is complete. Now the guest laptop connecting to the 

VLAN4 will be strictly isolated from the VLAN2 and VLAN3.   

All the PCs will not affect the other PCs located in another VLAN. 

  


