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HOW TO CONFIGURE IPSec VPN

The NAC is equipped with the IPSec VPN feature. Edimax implemented IPSec VPN

tunneling technology between client
wireless LAN.

‘s windows devices and the NAC itself, via wired or

No extra client software is needed, except ActiveX. At the end of this setup, a build-in

IPSec VPN feature will be enabled.

1. Active X component
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Default web browser
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Internet Explorer is the defaulk web
browser,

[C]Tell me if Internet Explarer is naot the default web browser,

Manage add-ons

Enable or disable browser add-ons
¢ '5_' installed in your system.

Manage add-ons
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'- Manage Add-ons

Download new add-ons for Internet Explores
Learn more about add-ons

a

Add-ong are programg that extend the capabilities of pour web browser. Some add-ong can interfere
with the operation of your browszer. Y'ou can dizable, enable, or delete add-onz. Disabling or deleting
an add-on might prevent zome webpages from working.

Show: | Add-ons currently loaded in Intermet Explorer |
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[ Bon T T4 (Motveritied) Sun Mictosy..  Ensbled  Browser Extension sevdll

N lient ipsec (Not verified ) cipherinm Enabled Aetivel Control VENCL
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@ Tahoo! Messenger (Mot verified) Yahoo! Inc. Enabled Browser Extension TAH
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Select an add-on from the list abowe to perform the following actions:

Settings Lielete

To digable an add-on, click it and

then click Disable. Ta delete an ® Enable Click. here to delste this R
Activeld contral, click it and then O Disabls add-on 4

click Delete Actives,

The active X is a software com

ponent running inside the Internet Explorer. The

ActiveX component can be checked by the above screenshots. From Windows
Internet Explorer, click “Manage add-ons” button inside “Programs” page under
“Tools” to show the add-ons programs list. You can see VPNClient.ipsec is enabled.



The first time when you log in the NAC, Internet Explorer will ask you (user) to
download the Active X component of IPSec VPN. This ActiveX component when once
downloaded, will run after you see the page “ Login Success Page”. The ActiveX
component will help to setup the IPSec VPN tunneling between the client’s device
and the NAC. It will also check the validity of the IPSec tunnel between them. If the
connection is down, the ActiveX component will detect the broken link and
decompose the IPSec tunnel. Once the IPSec tunnel is built, any packet sent will be
encrypted. Without connecting to the original IPSec VPN Tunnel, user or client
device has no alternative to gain network connection beyond this. The design of the
NAC’s IPSec VPN feature directly solves possible data security leak problem between
client and the controller via either wireless or wired connection.

2. Limitations

a. Internet Connection Firewall of Windows XP SP1 is not with IPSec control. It shall
be turned off to allow IPSec packets to pass through.

b. Without patch, ICMP (Ping), and PORT command of FTP, it will not be able to
work in Windows XP SP2.

c. The forced termination through CTRL+ALT+DEL, and Task Manager will stop the
running of the Active X.

3. Internet Connection Firewall

Windows XP SP1’s internet connection firewall is not compatible with IPSec. Internet
connection firewall will drop the packets from tunneling of IPSec VPN.
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